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,000 secure passports
and moving for'ward...

When you need the newest and most secure passport,
visa and ID issuing solutions, talk to'us.

Global Enterprise Technologies is the world leader in state-of-the-art
passport and ID solutions. With an international network of offices and
affiliates and extraordinary resources and experience, we are strongly
positioned to meet the needs of all clients, irrespective of size and issuing
volumes, and wherever |located.

As distributor of TOPPAN digital passport and ID printers worldwide for over

a decade, developers of our own proprietary software solutions, and with
unparalleled integration experience, GET is proud to offer a wide array of
exclusive printing solutions that can be designed to meet your needs. Our
newest printer, the TOPPAN E2000 passport printer, is specifically designed
to fully meet the requirements for ICAO/ISO ePassports and features on-line
chip encoding, automatic book feeding and user-friendly operation.

With references in Canada, Egypt, Greece, Malaysia, Mauritius, New Zealand,
Oman, South Korea, Tanzania, Zimbabwe, the United Arab Emirates and the United
States of America, contact us to find out why our solutions are setting the standards
for secure passports. Around the corner or around the world.

GET. Into the future

Global Enterprise Technologies Corp.
275 Wyman Street, Waltham, MA 02451 USA

Tel: +1 781 890-6700 Fax: +1 781 890-6320
Www.getgroup.com
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Editor’s message

Dear Reader,

In this issue of the MRTD Report we celebrate the successful implementation of the
ePassport according to the standards developed in ICAO by experts in the TAG/MRTD and
ISO. The significance and implications of this achievement cannot be overestimated.

The advent of the ePassport, expected to be deployed by some 40 member States by next
year, heralds a global revolution in the issuance of travel documents, inspection of people
and identity management. Passport and ID inspection systems used by airlines and border
control agencies at airports will be substantially upgraded to enable more precise match-
ing of documents to people, authentication of data in the documents, and more efficient
processing of travellers at checkpoints.

Just as important, the ePassport also offers substantial benefits to the rightful holder, by
providing a more sophisticated means to confirm that the passport belongs to him or her
and that it is authentic, without jeopardizing privacy. A stolen - or cloned - ePassport will
be useless as an identity document because the biometric in the chip and the digital photo
will not match the person holding it. The chip content mirrors the passport data page, so
forgeries will be very difficult. The risk of skimming or eavesdropping has been addressed
with Basic Access Control, which in effect requires that the booklet be open and touching
an OCR reader before the chip can be read.

Moreover, the validation and authentication of the electronic data with Public Key
Infrastructure supports a positive result of passport inspection, so that the traveller with an
ePassport can participate in new automated inspection systems and be processed in the
shorter lines for airline check-in and border control.

While ICAO encourages its member States to develop the capability to issue ePassports to
their citizens, we continue to promote the issuance of conventional machine readable pass-
ports (MRPs) by States that are not already doing so. With the digitized photo of the hold-
er printed directly onto the data page and the standard-format machine readable zone
with its check digits, MRPs together with machine reading systems are essential compo-
nents of national measures to deter identity theft, illegal migration and trans-border crime.
Travellers carrying them will find it much easier to obtain visas and to pass through formal-
ities at other countries’ entry points.

Last year the Organization’s 189 member States agreed that all must begin issuing only
ICAO-standard MRPs not later than 1 April 2010. Education and assistance efforts are well

underway to help States meet that goal.

Mary K.McMunn
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STOLEN BLANK DOCUMENTS -

a target of opportunity
for counterfeiters

Current Situation and Options

by Maria Isabel Baltazar
Servico de Estrangeiros e Fronteiras, Portugal

Current Situation

ccording to recent U.S. statistics on secu-

rity documents, two thirds of document

fraud crime consists of impersonation,
i.e., the use of someone else’s document.
According to the same source, 25 million stolen
documents are in circulation worldwide and
nearly 80% of all seized documents have been
declared stolen, as either pre-issued or post-
issued documents.

Techniques to counterfeit and alter documents
also apply to stolen pre-issued (blank) docu-
ments.The accuracy and the technical quality are
often much more complex and ingenious, and
the results are frequently far better and the fraud
harder to detect.

The user profile for these documents is quite dif-
ferent from the profile of those using ordinary
forgeries.Stolen blanks are often connected with
organized crime and smuggling networks, with
highly structured cells working backstage.
Therefore, assessment (profiling) of individuals is,
in most cases, the only way out to disclose cases
of identity theft and/ or the use of stolen blanks.

Law enforcement authorities, particularly border
control authorities, are continuously seeking
timely and accurate information on the validity
of identity and travel documents.

Future Options
There is no single, foolproof solution!

The multiplicity and complexity of all the factors
entangled in criminality demand a combination
of well-targeted and accurate measures. A
proactive approach is essential in order to effi-
ciently fight back against document fraud - pre-
vention should be the focus.

It would seem realistic to consider the following
three options as promising measures to prevent
the theft of stolen blank documents, and to
detect or identify invalid/stolen documents.

+ A global electronic database focusing on lost
and stolen documents;

+ A coherent Identity Chain approach, taking
extra security measures with breeder docu-
ments and aiming at a centralized personal-
ization process (issuance procedures); and

+ Harmonized security standards for the storage
of (blank) security documents.

1. Global Data Interchange

At present, only Interpol furnishes a global sys-
tem. All over the world there are national and
regional databases for stolen documents, but
none of them offers the timely global response
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that Interpol does. The majority of the countries
in the world are Interpol members, and the fact
that 166 out of the 182 Interpol member States
are already entering information on the STD/
Stolen Travel Documents Database presents a
promising scenario for globally accessible infor-
mation, for the sake of all and the security of
every individual.

Although participation by States is voluntary,

global interchange provides multiple benefits,

such as:

+ Improved border integrity

+ Detection of identity theft cases

+ Improved chances for criminal activity detec-
tion and identification of criminals

+ Recovery of lost and stolen national passports

+ Diminution of the value and the usage of lost,
stolen or invalid documents for illegal
purposes.
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2, Coherent Identity Chain and Centralization
Coherent Policy

In order to improve quality and to achieve
according security levels and efficiency, a coher-
ent policy concerning security documentation is
required. Hence, basic requirements and access
procedures should be shared amongst all con-
cerned agencies and parties along the Identity
Chain - Registration/ Production/ Deliverance/
Control — where birth and death records play a
crucial part.

By co-ordinating knowledge and investments at
each level, synergy can be reached in several
areas. At the end this global and integrated
approach will assure the best performance possi-
ble for each party individually and for the gov-
ernment as a whole.

www.digital-identification.com

EDIsecure®

Identification Solutions

- Biometric Enrolment

- Passport Personalization

- ID Card Personalization
(Re-transfer Technology)

A wide range of ID printers, powerful
software modules, various capture
solutions and Ilamination options
combined with long-term experience,
continuous R&D in addition with a well-
proven quality assurance ensure for
high-quality and high-performance
solutions for e-passport and MRTD

digital
/dentification

solutions
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The figure below illustrates the ID Chain

approach.

Birth Death
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REGISTRATION
OF IDENTITY

2.

PRODUCTION

4-
CONTROL

*

3-
ISSUANCE

Governments are responsible for the issuance of
a number of official documents, which carry indi-
vidual identity data. Examples of such docu-
ments are passports, identity cards, birth certifi-
cates and driving licenses, among others. It is
often a precondition for the issuance of one of
these documents that one of the others (known
as “breeder documents”) be supplied. Security
measures not only focus on the final document
but also spotlight the whole chain of documents
that supports the issuance/delivery process.

For the issuance of all these documents, different
schemes and procedures apply, leading to the
conclusion that no systematic or harmonised
organisation brings the whole process together.
Although the Government is the titular entity,
several different agencies are competent to issue
security and identity documents. Their require-
ments and standards have been achieved and
improved over time, but usually on a stand-alone
basis.

Centralization
A thorough assessment and a comprehensive

analysis are the working basis to build up a
coherent document policy in general and to

adjust to a centralized system, as shown in the
figure below.

License Certificate Permit

ISSUING AU[THORITIES

An identity architecture built on a centralized
and harmonized solution, assures equal treat-
ment to all documents, consistency over time,
best performance in terms of standards, guaran-
ty of security, and bottom line: transparent
issuance processes based on standard proce-
dures, circumventing dramatically the risk of
stolen blanks.

By contrast, within the framework of machine
operated and assisted control, a decentralized
issuance system is potentially more subject to
nonconformities and inconsistencies for
machine-reading functionalities. It requires more
resources in the long term. Furthermore, a
decentralized approach presents many more
challenges to achieving the desirable level of
security, especially in terms of biometry and the
new-generation ePassport.

Finally, a centralized, transparent and coherent
identity system will enhance the reputation of
the national government, will boost public confi-
dence and will be viewed with confidence by
(inter)national partners as well.

3.Storage of blank documents

Even with centralized issuance procedures, there
is still room for improvement in the field of theft
prevention.

The adoption of security standards for the stor-
age of blank documents, regardless of its securi-
ty level, together with a procedure-code, seems



to be a well-agreed topic. Nomination of access
personnel, briefing and debriefing rules, descrip-
tion and listing of materials are a few examples
of what should be regarded as much more than
best practices.

The EU has already expressed its concern on this
matter as well as ICAO and Interpol. The latter
organizations have targeted in particular the
tracing of blank security components, such as
security paper and substrates, amongst other
materials and key elements for the assembling of
security documents.

Conclusion
Due consideration for all issues raised will

unquestionably improve efficiency, quality, secu-
rity and safety, serve to enhance the confidence
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of all parties involved and boost public aware-

ness and trust.

Processes are, however, dynamic and synergetic,
therefore, the latest developments in terms of
technology applied to document security, will be
presenting new challenges and innovative solu-

tions.

Biometry will add a new dimension to document
security by assuring a unique link between the

document and its holder.

Finally, interoperability of identification globally
and the fine-tuning of processes for enrolment
and for checking identities will minimize the
value and usage of stolen blank documents, as it
will comprise a new generation of e-documents.

*

For more information, please contact:

Rola Hamandi, VP of International ID Systems and Passports
Office: 954-941-9210; Cell: 954-993-5476; Fax: 954-784-7027
rhamandi@abncompany.com ; www.americanbanknote.com

ased on more than 200 years of knowledge and
experience, American Banknote Company has the
resources and skills to manufacture secure documents
according to high worldwide requirements and
standards.
American Banknote Company delivers secure documents
and transaction systems to governments, financial
institutions, and fortune 500 companies. These products
include, but are not limited to; passports, visa labels,
bankbooks, vital records, stock and bond certificates and
checks as well as driver’s licenses and smart cards.

Conventional and Electronic Passports:

More than 80 governments worldwide issue conventional
passports compliant with ICAO 9303. Over 20 governments
will issue electronic passports by the end of 2006.
American Banknote Company manufactures passports
according to the latest ICAO recommendations.
American Banknote Company’s state of the art passport
manufacturing system features:

» Computerized Design Capabilities

e Sophisticated Security Printing Techniques
® Data Protection

e Passport Durability

e Technical Consistency

m BANK NOTE COMPANY

Earning Trust Worldwide For Over 200 Years
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The New Ecuadorian
Passport: A success story

by José Sandoval
Former Director of Ecuador’s Passport Office

Imost three years ago, the Ministry of

Foreign Affairs decided to launch a com-

prehensive project to modernize the
Ecuadorian passport and create an issuing sys-
tem connected to a central database. This would
allow it to consult in real time aspects related to
issuance and validity of passports in the 22
provinces of the country, as well as in more than
60 Ecuadorian consulates abroad.

The situation prior to that was devastating. For
many years, the system had been based on the
good faith of officials
and on the belief that E‘
users would make |
good use of a very

rudimentary passport, |
filled by hand, where |
the photograph was
simply glued and
which, on top of it all,
allowed the indiscrimi-
nate inclusion of the 7

spouse and the children e&nﬁﬂiléﬂ‘wﬂ

of the passport bearer.

The first step was to increase the cost of the pass-
port 20%; the additional funds would be used to
finance the entire project. The public’s reaction
was highly positive as, in exchange for a little
more money they received a safe, universally
accepted document, manufactured according to
ICAO standards.

For each passport issued in Ecuador, a certain
amount of money is permanently feeding a fund
that will allow not only to satisfactorily complete
the project, but to guarantee the updating of

5208 <9ECUSS042TINI00310TT

equipment, training of officials, maintenance of
computer programs, and eventually the pur-
chase of facilities to install passport and consular
offices, as currently large sums of money are des-
tined to leases.

The next step was designing a new passport
book according to ICAO standards, that is, a
machine-readable travel document. The design
of the new booklet included not only security
features, like quality of paper, stitching, etc.; illus-

trations representing the
:“ different regions of the
' country and promoting
~ tourist attractions and
the identity of Ecuador
were also incorporated
| in each page.
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The passport issuing
system was divided in
several  successive

N ;Lza“u“ﬁu«é““ phases that allowed
. ?g:g__{.a’ﬁ:&mf“'%‘95 the provision of
equipment, comput-

er programs and training to officials in all the
provinces of the country and in the consulates
that would be in charge of issuing travel docu-
ments.

Twelve provinces were equipped during the first
phase. Through an Internet-based system the
Foreign Ministry was able to authorize the
issuance of passports and control the previous
passport history of each user.Once the adequate
operation of the system was verified and the
required adjustments were made, the system
was extended to all 22 provincial government



offices. According to the needs of the country, 3
printing centers in Cuenca, Guayaquil and Quito
and 19 data-capture centers were opened. In
printing centers, the passport is delivered in less
than 30 minutes, while in data-capture centers it
takes 48 hours.

The following phase included extending the use
of the new issuing system to 5 printing con-
sulates and an additional 22 consulates that
worked as data capture centers. An intense infor-
mation campaign was required for the data cap-
ture consulates, during this phase to raise the
awareness of the public concerning the benefits
of a new passport that, precisely because of its
new security features, could not be delivered
immediately, as had been the case in the past.
Passport delivery in printing consulates is imme-
diate, while in data capture consulates it takes
approximately 10 days.Once this stage was com-
pleted, the new system was extended to more
than 60 Ecuadorian consular offices all over the
world.

The third phase provides interconnecting the
system with Ecuador’s international airports, as
well as with land border crossings. This phase is
expected to be completed in the next few
months.

Many national institutions were involved in the
project; in fact, the new passport reinforced the
idea of having one single national identification

1 ICAO MRTD REPORT e ¢

number that would be used for the passport, the
National ID Card, the driver’s license, etc. The
Government of Canada’ and several internation-
al organizations also participated in the project,
giving it its own dynamics and some legal and
financial autonomy, and this also helped rein-
force technical and administrative controls. The
involvement of the Canadian government
ensured the contribution of significant non-
refundable financial cooperation.

The experience of the project has been highly
positive, because we have not only modernized a
key area of public services, but also because we
have succeeded in bringing together several
State institutions to provide Ecuadorian citizens
with a machine-readable travel document manu-
factured according to ICAO standards.

The authorities of the Ministry of Foreign Affairs
of Ecuador have given top priority not only to
ensuring a high technical and security level in
the process, but also to providing top-quality
service. To this end, training courses are given on
a regular basis to officials working in the pass-
port service, which is now considered one of the
most efficient and customer-friendly public serv-
ices in the country. ¢

1 Through the Canadian Commercial Corporation and the

Canadian Bank Note Company, which acted as contractor.

»YOU ARE UNIQUE.
SO ARE OUR DOCUMENTS.

BUNDES A’RUCKER El

» |D documents from Bundesdruckerei benefit from an excellent Berlin alone - German security and quality at its' best. And
reputation worldwide, With a maximum daily personalisation this tradition is going to continue with the introduction of
capacity of 100,000 documents, Bundesdruckerei operates the electronic passport. Bundesdruckerei has one main goal

the world’s largest central production facility. To date, more from now on: to make sure that your documents remain as

than 200 million travel documents have been produced in unique as you are. €

www.bundesdruckerei.de
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by Barry J. Kefauver
Fall Hill Associates, LLC

The Next Generation of Passports Is Here

ith the publication of the Sixth Edition

of Document 9303 Part 1, the

International Civil Aviation
Organization has moved the world’s passports to
a new level of travel document security, data
integrity and identity management.This two-vol-
ume set of specifications culminates the work
that began with ICAO’s first Request for
Information (RFI) issued in 1995. This effort
reached out to the world’s vendors and asked for
three areas of focus: physical security features;
biometrics; and, data storage media. Emphasis
was placed on the latter two, with the connec-
tion being that a higher level of storage capacity
was required in order to allow for the storage of
biometric information on passports. Now, more
than eleven years of hard multilateral work later,
deployment has begun for what | consider to be
the most secure passport the world has ever
known.This article discusses a few aspects of pol-
icy consideration in implementing biometric
enhanced, chip-based passport programs.

Chips

We have come a long way from that hot February
day in Canberra (2004) when none of the 11
readers could read any of the 12 different chips
being tested, even though they all puffed out
their respective electronic chests proclaiming
“14443 compliant’ that is, comporting with the
ISO standards for contactless chips. Since that
time we have seen a huge amount of testing, a
great deal of learning, a bit of new science, some
good luck and what can only be defined as
divine intervention. This all combined has
brought us to the point where the June 2006

testing in Berlin and a variety of pilot live-tests all
reflect that we do indeed have interoperability;
we do indeed have a sound foundation in con-
tactless chips to carry data in passport books.
Undoubtedly we have more to learn and discov-
er as passport programs come on stream.
Consider these learnings not as warts and flaws
in technology, but as simply that which they rep-
resent: evolutionary enhancement of our travel
document technologies.

Biometrics

Immediately after the tragedies of September
11,2001, some astounding claims were made for
the virtues of biometrics. A few of these repre-
sentations were just too good to be true; they
weren't. In tempering the unfulfillable hype over
the past few years with significant amounts of
testing, education and rubber-hitting-the-road
applications, we have made much progress to
ascribing the proper role of biometrics in border
control and identity management as one of the
several tools, not THE panacea, that in combina-
tion get us closer to that reality of linking a pass-
port to its rightful owner. Remember that it was
one-to-one verification that led ICAO toward bio-
metrics as a goal. The ability to effect one-to-few
or one-to-many identification is of course desir-
able and feasible, but the guiding intent was link-
age of the document to the individual claiming
rightful ownership.

Enrollment Systems

A tremendous investment in money, time and
emotion has gone into the enhancement of the
passport, incorporating contactless chips in
order to be able to carry more data to accommo-
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date the use of biometrics. This investment is
now beginning to bear fruit with several coun-
tries already issuing chip-based passports and at
the time of this writing an estimated 54 countries
will have, or be well on the way to having, e-pass-
ports within the coming two years. However, it is
urgent that the systems and procedures on
which these passports rely for entitlement and
adjudication judgments are extremely vulnera-
ble to what will undoubtedly be a higher level of
attack and threat.| will single out as the two most
significant areas of vulnerabili-
ty: the human resource on
which all passport issuers
rely; and the “breeder” docu-
ments used to validate and
verify claims of entitlement. As
part of an overall risk assess-
ment-management program, all
issuers must devote particular
attention and resources to these
two highest priority areas of vul-
nerability.

Border and Other Inspection
Systems

It seems ironic that, while we charac-
terize these travel documents as
“machine readable” much remains to
be done in the way of gearing up to read the
documents. The Berlin testing, while reflecting
adequate availability of interoperable readers,
made it clear that the development of “docu-
ments” is substantially further along than that of
readers. | am confident that market forces will
prevail in which those readers that are less agile
will fall by the wayside just as those that perform
well will carry the day and improve over time.We
cannot allow ourselves the misguided luxury of
the eight years it took to install a meaningful
infrastructure to read just the OCR-B in pass-
ports.To realize the full potential of today’s tech-
nological tools such as biometrics, it is critical
that border control authorities equip themselves
with equally sophisticated inspection capabili-
ties as urgently as possible.

Privacy, Data Integrity and PKI

Concerns about the protection of individual
rights, security and integrity of data and privacy
have been focal and pivotal concerns interwoven
in all of the deliberations regarding travel docu-
ment specifications. One of the four prongs of
the ICAO biometric blueprint, the foundation for
Document 9303, is PKl, the Public Key
Infrastructure.These measures, together with the
ICAO-recommended best practice of
Basic Access Control (BAC), make the e-
passport,in this author’s opinion, light-
years more secure than ANY travel
document ever produced. In a pres-
entation at the conference following
the Berlin testing, the Dutch dele-
gate systematically analyzed what
would be necessary to “crack” the
encryption strength offered by
BAC. While realistically acknowl-
edging that, of course, humans
can break anything that humans
create as well, this presentation
refreshingly folded in the prag-
matic considerations of the
real world. To quantify, using

BAC entropy as it is now con-
strued, the number of possible keys
to open the chip of a ten-year passportis 1.6 X 10
to the 22nd power. So if we take a flight of fancy
and assume that sufficiently large number of
passports could be skimmed and eavesdropped
upon to garner the raw data, there would ensue
a challenge for a gaggle of Crays for quite some
time at a rather substantial expense to deter-
mine the key to unlock a given chip.| submit that
this level of protection should reassure the most
anxious passport holder that his personal data
cannot be read without his knowledge.

To address data security the ICAO-specified PKI
itself is designed to provide to the readers of
ePassports a means for verifying the origin and
authenticity of the data in a chip,and in so doing
acts as a powerful deterrent to forgery and coun-
terfeiting. Using the public keys of the respective



issuing States, the cryptographic verifica-
tion function will provide conclusive assur-
ance that the biometric and machine read-
able zone data were indeed placed in the
chip by the issuing authority and that they
have not been altered. The public keys of
ePassport issuing States will be stored cen-
trally and distributed by the Public Key
Directory under the aegis of ICAO, which
will in turn assure the users that the public
keys are authentic, thus closing the data
security loop.

So, Declare Victory and Fold the Tent?

With the publication of the Sixth Edition of
Doc 9303 Part 1, some may feel that the
travel document standards work has been
completed. | submit that the work has just
begun.The rollout of e-passport programs,
both issuance as well as inspection, entails
an obvious very substantial amount of
work and will continue for several years.
Additionally, the “next” next generation of
technologies must be considered and
assessed.l am very bullish on the new work
item that the ICAO New Technologies Work
Group has recently undertaken. Entitled
“Identity Management/ this work will take
a holistic approach to the wide range of
factors that must be taken into account in
properly addressing entitlement judg-
ments, breeder documents, personaliza-
tion systems, use of commercial and other
databases, internal controls, physical and
system security, data integrity and privacy
and other related matters.

While the travel document community can
look back with great pride on the work
that has produced Document 9303, we
must look forward to that “next” genera-
tion of technologies and systems that will
be required to keep pace with tomorrow’s
security and facilitation requirements. Now
is the time to prepare for the inevitability
of that tomorrow. ¢
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ePassports and

the Implications
of ICAO Standards

by Simon Lofthouse,
Temporal S. Limited.

s the visa-waiver deadline approaches, an

increasing number of Countries are either

now issuing new ePassports or are soon
to do so. These Countries have made tremen-
dous progress in a short period of time and they
have demonstrated how this major challenge
can be addressed. However, in reality, such
progress is limited to a relatively small number of
Countries leaving the vast majority still in the
very early stages of ePassport development.

In an attempt to assist those those early-stage
Countries, this article examines the International
Civil Aviation Organisation (ICAO) requirements
for the PKI component of an ePassport produc-
tion system. Specifically, this article looks at the
architecture implications, PKI component func-
tionality and PKl interfaces. The operational envi-
ronment issues are not covered within this arti-
cle, but these can be found in the complete white
paper from which this article is summarised
http://www.temporals.co.uk/tss/pages/ts_dl_re
quest.php

For passport production, States around the
world operate their own facility or use facilities
operated by a service provider. With the intro-
duction of the new International Civil Aviation
Organisation (ICAO) specifications for Machine
Readable Travel Documents, States and service
providers need to enhance their facilities in order
to issue compliant ePassports. The use of a con-
tact-less IC chip in the ePassport means that the
production process must incorporate elements
of a Public Key Infrastructure (PKI) to generate,

digitally sign and subsequently verify the
embedded data, as well as the facility to write the
data to the chip. The implementers and opera-
tors of the existing facilities are addressing many
of the changes to existing processes needed to
support these new requirements. However, new
components are required which are outside their
experience and expertise. These include devices
to interface with the contact-less chips and the
PKI that needs to be put in place.

ICAO has specified some aspects of the imple-
mentation of a PKI to support the production of
standard, inter-operable ePassports. However,
some features are optional and many processes
and procedures are not detailed but left for sub-
sequent specification by implementing States.
This will inevitably lead to inter-operability issues
especially where components are being speci-
fied, implemented and/or operated by different
bodies or organisations.

Architecture

In its [PKITR] technical report
http://www.icao.int, ICAO has specified some
aspects of the implementation of a PKI to sup-
port the production of standard, inter-operable
ePassports. However, some features are optional
and many processes and procedures are not
detailed but left for subsequent specification by
implementing States. This may lead to inter-
operability issues especially where components
are being specified, implemented and/or operat-
ed by different bodies or organisations.



At its most basic, [PKITR] is intended to enable
receiving States to verify the authenticity and
integrity of the data stored in the MRTD in the
form specified in [LDSTR] using Contactless
Integrated Circuits as specified in [BIOTRI]. The
use of Public Key Cryptographic techniques
ensure that signed data can be verified using a
certificated public key. ICAO does not specify the
CA hierarchy within a State any further than
identifying that there must be a Country Signing
CA (CSCA) which signs Document Signer (DS)
certificates. There are, however, some require-
ments imposed on the operation of these facili-
ties which need to be implemented and docu-
mented in the Certification Practice Statement
(CPS).

Figure 2-2:
ePassport
Production System
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Passport Production Systems

Any existing passport production system must
already perform a number of significant steps in
the process of producing a passport. This is illus-
trated in Figure 2.1. With the introduction of the
requirement for an MRTD offering access for
Receiving States to the Logical Data Structure
(LDS) on a contact-less IC chip, the production
process must incorporate elements of a PKI to
generate the SOD and subsequently verify it, as
well as the facility to populate the LDS and to
write data to the chip. This is illustrated in Figure
2-2.

Figure 2.1:
Passport
Production System
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PKI Component Functionality

From Figure 2-2 it is clear that there are a number
of components to the PKI that provide the
required functionality. These are further identi-

Country Signing CA (CSCA)

The CSCA is operated by (or on behalf of) the
Issuing State and must be a secure installation
with offline key generation and storage facilities
using a CC certified HSM [7,4,26]. It is used to
generate a key pair every 3 to 5 years; it is used to
generate the resulting self-signed CCSCA, which
is distributed by bilaterally agreed diplomatic
means to each Receiving State, as well as elec-
tronically to the ICAO PKD using LDAP protected
by SSL [2,3,5,6,22,23,24]. It is also used to gener-
ate the CDS to certificate the signing keys used in
the DS at least every three months (or more fre-
quently, especially if multiple DS keys are in use
concurrently) [7,10,17]. The Cpg must also be
delivered electronically to the ICAO PKD using
LDAP protected by SSL [9,22,23,24]. The CSCA
must also generate a CRL at least every 90 days,
and within 48 hours of a certificate being
revoked. CRLs are to be distributed by multiple
bilaterally agreed diplomatic means to each

fied in Figure 3-1 below and subsequently speci-
fied in the subsections that follow. References to
the summarised requirements are shown as [n]
as they appear in the [PKITR].

Figure 3-1:
PKI Components

Receiving State, as well as electronically to the
ICAO PKD wusing LDAP protected by SSL
[14,15,22,23,24,25].

Production Interface

The Production Interface provides the means to
enable communication and interaction between
the CSCA and the MRTD production facility.There
may be multiple MRTD production facilities com-
municating with the State’s CSCA.The Production
Interface also ensures appropriate, timely and
correct communication with the HSM. The
Production Interface will not only provide the
interface between the MRTD production facility
and the HSM/CSCA, it will also provide the inter-
face to the management facility.

Hardware Security Module (HSM)

The HSM is a secure device that is designed to
protect cryptographic keying material in use and



in storage and should be Common Criteria (CC)
certified. The HSM is used to securely generate
key pairs, store them and use them to perform
signing operations for the Document Signer and
verification operations for the Document Verifier
[8,26]. It may also act as a repository of the
appropriate certificates from the CSCA.

Management

Management will enable the MRTD production
facility’s requirements on the CSCA to be man-
aged effectively. Thus it will provide the means
to ensure the timely generation of new key pairs
for the DS, certificate requests for the resulting
public keys to be sent to the CSCA and revoca-
tion requests of compromised certificates to be
sent to the CSCA [8,710,11,14].

Document Signer (DS)

The DS is operated as a part of the MRTD pro-
duction facility. It is passed the LDS Data Groups
by the production facility and, through the
Management Interface uses the HSM to perform
the signing operation, generates and returns the
SOp including the Cp for the production system
to store in the MRTD IC chip [8,12,13,27].

Document Verifier (DV)

The DV is operated as a part of the MRTD pro-
duction facility. It is passed the LDS Data Groups
and the SOD read from an MRTD IC chip by the
production QA facility and, through the
Management Interface uses the HSM to perform
the signature verification operation, generates
and returns a response to the QA system to veri-
fy the data in the MRTD IC chip [8].

PKI Interfaces

An Issuing State’s PKI will be required to interface
with a number of external points.The interface to
the ICAO PKD is specified in [PKITR] as LDAP on
communications channels protected by server
side authenticated SSL.

1 ICAO MRTD REPORT e 17

The interface to receiving states is specified in
[PKITR] as existing bilateral diplomatic agree-
ments between States, or newly established
agreements where they don't currently exist. Itis
recommended that multiple channels be estab-
lished to protect against Denial of Service
attacks.

The production interface will be dependent on
the passport production system.

The interface between the CSCA and the DS is
not specified in the [PKITR] except in so far as the
keys and certificates are identified and defined.
In some environments the CSCA may be imple-
mented as an integral part of the system and the
interface can be chosen to be the most appropri-
ate means of moving cryptographic material
between the CSCA and the HSMs, probably using
PKCS#11 [PKCS]. More usually, however, the
CSCA will be a separate, externally operated facil-
ity. In that case, if it is a pre-existing facility, the
interface is likely to be defined and enforced by
the operating body. If not the same mechanism
can be specified as would be used internally. ¢
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Machine Readable Zone:

by ICAO Secretariat

Reading the information in the Machine
Readable Zone (MRZ)

he MRTD follows a standardized layout to
Tfacilitate reading of data on a global basis

by both eyes readable and machine read-
able means (global interoperability).

MRTDs produced in accordance with Doc 9303,
incorporate an MRZ to facilitate inspection of
travel documents. In addition, the MRZ provides
verification of the information in the Visual Zone
(VIZ) and may be used to provide search charac-
ters for a database inquiry. As well, it may be used
to capture data for registration of arrival and
departure or simply to point to an existing
record in a database.

The MRZ provides a set of essential data ele-
ments in a standardized format that can be used
by all receiving States regardless of their nation-
al script, language, or naming convention.

The data in the MRZ are formatted in such a way
as to be readable by machines with standard
capability worldwide. It must be stressed that the
MRZ is reserved for data intended for interna-
tional use in conformance with international
Standards for MRPs.

In the interest of transparency, the data in the
MRZ must be visually readable as well as
machine readable. Data presentation must con-
form to a common standard such that all
machine readers configured in conformance

_I_ 25 Years of Efficiency

and Security

with Doc 9303 can recognize each character and
communicate in a standard protocol (e.g. ASCII)
that is compatible with the technology infra-
structure and the processing requirements
defined by the receiving State. National charac-
ters and diacritical marks cannot be used.

To meet these requirements, OCR-B typeface is
specified in Doc 9303 as the medium for storage
of data in the MRZ.The specified size is ten char-
acters per inch (25.4 cm.)The MRZ as defined
herein is recognized as the machine reading
technology essential for global interchange and
is therefore mandatory in all types of MRPs,
whether conventional or ePassport.

Security Features in the MRZ:

When the MRZ is read by a machine, a series of
calculations is done to verify the integrity of the
data contained in the MRZ. For this, the data
structure of the lower machine readable line pro-
vides for the inclusion of five check digits. Four
check digits are calculated using a specific
methodology with the alpha numeric characters
contained in each field, while the fifth is a com-
posite check digit calculated from all four fields
and their check digits. When the machine reads
the MRZ, it performs the respective calculations
and compares the results with each check digit
printed in the lower machine readable line,
which should be the same. Any discrepancy
would indicate that the passport is suspect - a
possible forgery. ®
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Primary identifier. Where
there is more than one
component, they shall be
separated by a single filler.

Secondary identifier.
Each component is
separated by a single
filler character.

P indicates that the document
is a passport book. One
additional character may be
used to further identify the
document at the discretion of

the issuing State. Filler characters used to
Double filler complete the upper machine
characters readable line, which indicate
The three-letter indicate that this there are no other name
code to indicate the is the end of the components included.
issuing State* primary identifier.

N l_ l o

'P< UTO ERIKSSON<<ANNA<MARIA <<<<<<<<<<<<<<<<£<<'

| N
Check digit
Sex of Check digit on optional
holder on date of data
Holder's date of | ||(M, F or <) expiry
Check dlglt on birth in format 0 Tcheck
the document YYMMDD Date of expiry Optional data at digirzﬁthi I‘zfver
numtier of the document| | the discretion of machine readable
in format the issuing State line
Check digit YYMMDD
Document number on date of
comprising up to 9 Nationality of birth
alphanumeric characters. the holder
Unused character positions represented
occupied by a filler (<). by a three-
letter code*

Source:ICAO Doc 9303, Part 1 Machine Readable Passports Volume 1 - Passports with Machine Readable Data Stored in Optical Character

Recognition Format, 6th Edition - 2006.
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ith a decade of experience running Asia’s first E-Passports
public Certification Authority, NETRUST has the In the area of E-Passports:
resources and skills to help customers optimize
ek iver et uﬁonsp'“ m NETRUST has implemented for the Immigration &
9 i Checkpoints Authority (ICA) of Singapore

As a CA licensed under the framework of Singapore’s
Electronic Transactions Act (ETA), NETRUST issues a
range of identity credentials to individuals, professionals and
corporations. As a licensed CA in Singapore, NETRUST

is the identity provider for more than 20 Government to
Business (G2B) applications.

NETRUST also provides the following suite

of solutions:

m |dentity Management

m Secure Email

m Secure Desktop

m Database Protection

m Boot-up Access Control

m Hard Disk Encryption

m Secure Non-repudiable archival of
electronic documents

m E-Passport PKI and Passport Signing

m E-PassportVerification for Border Control

m PKD Interface for Border Control

NETRUST provides consultancy in the areas of PKI planning
and deployment, security framework planning and custom
security application development. NETRUST has deployed
five turnkey implementation of PKI in Asia.

- an e-Passport PKI and passport signing infrastructure
- e-Passport verification infrastructure for border
control stations. _

NETRUST has been appoin

ICAOQ Public Key

For someone with expenence in
the “E” of the E-Passport, from
issuance to verification to PKD
mterface talk to NETRUST.
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Example 3 Example 4

For the correct measures of the passport data pages, please see, Appendix 2 and 3 to Section IV of the ICAO
Doc 9303, Part 1 Machine Readable Passports Volume 1 - Passports with Machine Readable Data Stored in
Optical Character Recognition Format, 6th Edition - 2006.
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PASSPORT

Passport documents are booklets with
a polycarbonate page containing per-
sonal data of the document holder.

A combination of state-of-the-art mate-
rials and advanced technologies utilized
for blank form manufacturing as well as
personal data page shall provide a
higher level of anti-fraud protection.

Availabilicy of a personal daca page as
well as utilizing laser-engraving and
laser perforation for data entcering
shall be an effective tool for meeting all
the reqguirements imposed for pass-
port documents manufacturing

5S CONSORTIUM BEING
IMPLEMENTS COMPUTER-CO

MANAGEMENT SYSTEMS IN ALL SPHEE _ .
DUCTION ACTIVITIES THAT ALLOWS US TO OFFER "TURN-KEY" SOLU-
TIONS UTILIZING STATE OF THE ART INTEGRATED PRODUCTS.

DRIVING LICENSE

Driving license is a plastic card type
document on multilayer polymer base
with both sides protected by che film
containing holographic securicy ele-
ments as well as by cransparent film
which adds to its higher durability.

Driving license being manufactured in
conformity with the International Stan-
dards includes a set of state-of-the-art
security features, namely: anti-scanner
grids, micrographics and printing ele-
ments implemented with special inks.

Driving Licenses contain the holder's
personal information written in Latin
letters that meets the reguirements
of the UN Road Traffic Convention.

ERNMENT AND PRO-




The EDAPS Consortium:
Development and manufacturing of passport and other
identity documents utilizing the most advanced technologies.

VEHICLE
REGISTRATION
CERTIFICATE

The EDAPS Consortium is now produc-
ing Vehicle Registration Certificates as
plastic cards in accordance with inter-
national standards,

These cards have eight security levels.
Except for the microtext, princed in the
smallest font. the document blanks have
INscriptions executed using daylight in-
visible ink, visible only under ultra-violet
radiation,

An optical security element is also em-
bedded into every blank. There are spe-
cial antiscanner background grids plot-
ted into the document in order to pre-
vent cheir replication.

WE CAN PROVIDE THESE
TIVE WAY FOR YOUR GOVERNMEN

CONTACT Us TO LEARN MORE!

Address: Telephones:
B4, Lenina Scr. +38 (044) 561-25-80
Kiev, Ukraine, 02088 +38 (044) 5681-25-83

CREW NMEMBER
IDENTITY DOCUMENT

Crew member identicy document is a
machine-readable travel document
manufactured as a passport card of
standard size developed in conformity
with ICAO reguiremencs.

Both document covers contain back-
ground graphics including all the secu-
rity elements specific for high security
documents. 7]

Special security inks as well as special
holographic securicy elerment concrib-
ute to higher document protection.

E-Mail: WWW:

+38 (044) 561-25-85 edapsPedapsbiz httpy//www.edaps.biz
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by Sjef Broekhaar

Ministry of Interior and Kingdom Relations, The Netherlands

ssuers of travel documents and identity cards

now have a new vehicle for exchanging tech-

nical information and development news
with their peers in other governments world-
wide. Called the IF4TD, the International Forum
for Travel Documents is an online discussion
forum for issuing authorities across all regions of
the world, and is accessible only to members.
The website is secured by the use of usernames
and passwords, and only government officials
and members of the advisory board can gain
access.

The objectives of the IF4TD are:

+ To be a single point of contact/reference for
technical information on all passport/travel
documents and identity card related issues as
well as issuing systems of participating mem-
ber countries/territories.

+ To share documents, experience etc. via the
website.

+ To use the website to conduct online surveys.

The IF4TD comprises four regions - Europe,
America, Africa and Asia Pacific. Each region will
have a regional representative and a deputy
regional representative. These representatives
form a Standing Committee to manage the oper-
ation of the IF4TD.

The membership of the IF4TD is on country/terri-
tory basis. Admission is voluntary. No admission
fee is required. Members are free to join and
leave.To become a member of the IF4TD, the rel-
evant issuing authorities need only to complete
the following formalities:

F 4 T D

1. To appoint one or more officials who will
become a contact person for other members
worldwide.

2. To complete the ‘Members Profile Form’ The
Members Profile is an overview how the issu-
ing process in the particular country/territory
is organized.

3. To keep this information up to date.

In an era in which the processes around the pro-
duction, personalization and issuance of those
documents are becoming more and more com-
plex, the IF4TD provides a worldwide network
facilitating efficient and effective communica-
tion among members. Information gathered is
valuable for research and planning purposes.
Currently, 42 ministries/ organizations from 37
countries/ territories have become members of
the IF4TD, and the Forum is still expanding.
Applications for new memberships are welcome.

For more information please contact Sjef
Broekhaar, Regional Representative for Europe at
the following e-mail address:
sjef.oroekhaar@bprbzk.nl ®
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The ICAO0 machine readable
official travel
document/ID card:
keeping It simple
and globally interoperable

by ICAO Secretariat

aving published the new ePassport spec-
H ifications in the Sixth Edition of Doc

9303, Part 1, ICAO and its ISO partners

é g now turn their attntion to finalizing the new
UTOPIA MRTD o oo Tnalieing

. specifications for biometrically enhanced

Name/Nom eMRTDs. Known as “machine readable official

STEVENSON, PETER travel documents” these are the size-1 and size-2

Sex/ Nationality/  Date of Birth/

rds i fficial ments of
on Nofionghid Dl oo noissance cards issued by States as official documents o

identity and with the intent that they may be

MM, Ui 120000104 used as international travel documents. The

updated specifications have been under devel-
Doc No/N° duDoc  Expiry/Expiration opment by experts in the TAG/MRTD and, when
023145890 12 JUL JUIL 95 finished, will be published as the Third Edition of

M Doc 9303, Part 3.
J/

Readers of the new Part 3 can expect to find the
extensive specifications for implementing the
ICAO Blueprint for incorporating biometric iden-
7 N tification in travel documents, similar to those
detailed Volume 2 of Part 1. On the other hand
readers may be surprised to find that the discus-
sions of options for deploying biometrics and
choices of data storage technologies have been
substantially simplified, particularly with respect
to the size-1 (“wallet size”) plastic card.

"""""""""""""""""""""""""""""""""""""""""""""" Doc 9303, Part 3, current edition (2002)
CIUTOD231458907A123X5328434D23

3407127M9507122UT0<<KLKLKLLLLLKLKLH The current edition includes “specifications”

STEVENSONK<KPETER<K<LLLLLLKLLLKLLKLLKLLLKL (maximum dimensions and locations) for several
\ / optional technologies for data storage that




might “coexist” on a wallet-size card, including
magnetic stripe, 2-dimensional barcodes, optical
memory, integrated circuit chip with contacts,
and contactless chip. The dimensions and loca-
tions for all of these technologies were specified,
not only to allow for more than one to be carried
on the same card, but also to ensure that they did
not interfere with or displace the machine read-
able zone (MRZ) and other mandatory data. No
expectation of global interoperability of these
technologies was given and none was intended.
Rather, what was contemplated and explained in
the specifications was that they might be used to
store data for the State’s own use or for a bilater-
al travel arrangement, e.g. between or among
States sharing a common land border.
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Doc 9303, Part 3, next edition (2007)

Nevertheless the presence of these “specifica-
tions” conveyed the erroneous impression that
the use of these optional data storage technolo-
gies was part of the ICAO standard. In order to
reduce confusion and to update the published
specifications in keeping with the evolution of
thinking in ICAO, the next edition of Doc 9303,
Part 3 will specify only the MRZ and the contact-
less chip. Why? Because these two technologies
are all that is required for an ICAO-standard,
globally interoperable ID/travel card.

Options still available to States
An issuing State may continue to exercise its dis-

cretion and decide to place an additional,
optional data storage technology on the Size-1
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card for the purpose of storing additional data
deemed necessary by that State. However, the
following cautionary notes are offered to a State
making such a decision:

1. The issuing authority needs to understand
that such additional stored data can be for
home use or bilateral use only. High-capaci-
ty technologies other than the chip,encoding
devices such as templates, and/or reading
systems for other than the contactless chip
are not globally interoperable.

2. Since the number of other countries reading
the stored data would be limited, consider
the added expense against the value of stor-
ing additional data on the card as opposed to
keeping it in a data base that can be
accessed.  The amount of storage space
needed should also be considered; a technol-
ogy that offers excessive space may not be
cost-effective.

3. If a technology in addition to the contactless
chip is elected, such technology shall be
located so as not to interfere with or cause
displacement of any of the mandatory data
on the card, including the MRZ. Otherwise
the result would be a non-compliant card
and the information presented in the visual
zone would be compressed to a size difficult
to read.

4. A possible, partial exception could be made
for the chip with contacts, the correct place-
ment of which would require the photo to be
placed on the right-hand side of the card,
while the MRZ remained in its mandatory
location on the back of the card.

In any of the above cases, in order for the bio-
metrically enhanced card to qualify as an ICAO-
compliant, globally interoperable eMRTD both
the contactless chip and the MRZ are required. ¢
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by Mauricio Siciliano and Isabel Baltazar

he worldwide harmonization of standards,
specifications and practices related to
MRTDs can best be achieved through glob-
al cooperation and dialogue among States. This
premise was again validated with an ICAO mis-
sion to Brazil in December 2005, under the aus-
pices of the Organization’s Universal
Implementation of MRTD (UIMRTD) Programme.

The Programme is aimed at States that have not
yet implemented and/or issued MRTDs. It con-
sists of an in-depth situation analysis, including
the identification of needs and resources or
assistance required, as well as recommendations
for increasing MRTD security in the issuance and
control processes, all according to ICAO stan-
dards.

The specific objective of the Brazil mission was to
assist Government authorities meet Standard
3.10 of Annex 9 - Facilitation, by which
“Contracting States shall begin issuing only
Machine Readable Passports in accordance with
specifications of Doc 9303, Part 1, no later than
April 2010"

The two-member mission team consisted of
Mauricio Siciliano, from the Security and
Facilitation Branch of ICAO and Isabel Baltazar,on
loan from the Portuguese Immigration Service
for this project. Together, in consultation with
Brazilian officials, they were able to assess the
preparedness of Brazil to launch a new passport
in 2006 and make practical suggestions for
adjusting  their  passport  programme.
Characteristically, the exercise comprised five
elements:

1. Explain ICAQ’s requirements and specifica-
tions regarding the issuance and use of travel
documents;

2. Become acquainted with reports from each
entity involved in the issuance process of the
new Brazilian Passport;

3. Determine basic areas where Brazil required
assistance;

4. Accordingly, help identify States and organiza-
tions that could cooperate with the issuance
and proper use of the machine readable zone
(MRZ), in conformity with ICAO requirements,
and also identify potential international part-
nerships in the field of security ID and Travel
documents, namely capacity building, expert-
ise, training and equipment needs, amongst
others;

5. Propose general recommendations concern-
ing issuance, personalization and passport use
procedures, as required by ICAO.

The scope and comprehensiveness of the mis-
sion was made possible by the excellent cooper-
ation of local Brazilian officials: Carlos Roberto,
Casa da Moeda du Brazil - the Brazilian Mint and
organizers of the mission; Rogério Galloro, from
the Federal Police Department, who helped coor-
dinate the mission; Wilton Motta, from SERPRO;
Pedro  Bittencourt de  Almeida, the
Representative of Brazil to ICAO; and Fernando
Cerdeira, Brazilian Civil Aviation Authority.
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From left to right Wilton Mota , Manager of Strategic Businesses (SERPRO); Mauricio Siciliano from ICAO; Isabel Baltazar from the
Portuguese Immigration Service; Rogério Augusto Galloro, from the Federal Police Department and Executive Coordinator of the
Passport Project; Marcos Vinicius, Manager of Marketing (SERPRO); Carlos Roberto, Director of Technology from Casa da Moeda do Brasil
(Brazilian Mint); Raimundo Nonato from the Federal Police and Chief of the Center of Information Technology.

The willingness of Brazil to take full advantage of
the UIMRTD Programme led to strategic visits to
the passport assembly and personalization facil-
ities located in the Casa da Moeda, in Rio de
Janeiro, and the Federal Police facilities and SER-
PRO offices, both located in Brasilia. Meetings
there proved essential to providing high-level
recommendations.

Based on the successful outcome of the ICAO
mission, and taking into account the assessment
contained in the mission report and to further
assist the State, the Government of Portugal,
through the Portuguese Immigration Service,
offered Brazil considerable tangible support in
three fundamental areas:

« E-Documents - To share its know-how,
expertise and experience relating to the
Portuguese Electronic Passport project (image
acquisition, data processing, passport produc-
tion and e-readers), to be implemented this
summer;

- Biometry - To extend this assistance to vari-
ous applications of biometrics such as those
being undertaken in Portugal, namely
Passports, ID Cards, Residence Permits for for-
eigners and visas;

- Training - To cooperate in terms of techni-
cal training. Portugal has been promoting dif-
ferent training events, nationally and within
the European Union training structure. Two-
week Seminars on Security Documentation
and on Polymer Substrates are examples that
could be duplicated or adapted to Brazil.

Missions such as this one to Brazil under the UIM-
RTD Programme are yet another example of the
role of ICAO in enhancing intergovernmental
cooperation, in this case for the implementation
of a global system aimed at facilitating the move-
ment of passengers at airports and enhancing
security through the reduction of document
fraud.

For more information on the UIMRTD and ICAO
assistance to States on MRTD, please visit our
web site at www.icao.int/mrtd. ¢
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ICAO0 Contracting States

NORTH AMERICA
Canada
United States

CENTRAL AMERICA
Belize

Costa Rica

El Salvador
Guatemala
Honduras

Mexico

Nicaragua

CARIBBEAN
Antigua and Barbuda
Bahamas
Barbados
Cuba
Dominican Republic
Grenada
Haiti
Jamaica
St. Kitts and Nevis
St. Lucia
St.Vincent and

the Grenadines
Trinidad and Tobago

SOUTH AMERICA
Argentina
Bolivia
Brazil
Chile
Colombia
Ecuador
Guyana
Panama
Paraguay
Peru
Suriname
Uruguay
Venezuela

EUROPE

Albania

Andorra

Armenia

Austria

Azerbaijan

Belarus

Belgium

Bosnia and Herzegovina
Bulgaria

Croatia

Cyprus

Czech Republic

Denmark

Estonia

Finland

France

Georgia

Germany

Greece

Hungary

Iceland

Ireland

Italy

Kazakhstan

Kyrgyzstan

Latvia

Lithuania

Luxembourg

Malta

Monaco

Netherlands

Norway

Poland

Portugal

Republic of Moldova

Romania

Russian Federation

San Marino

Serbia

Slovakia

Slovenia

Spain

Sweden

Switzerland

Tajikistan

The former Yugoslav
Republic of Macedonia

Turkey

Turkmenistan

Ukraine

United Kingdom

Uzbekistan

MIDDLE EAST
Afghanistan

Bahrain

Iran, Islamic Republic of
Iraq

Israel

Jordan

Kuwait

Lebanon

Oman

Qatar

Saudi Arabia

Syrian Arab Republic
United Arab Emirates
Yemen

AFRICA

Algeria

Angola

Benin

Botswana

Burkina Faso

Burundi

Cameroon

Cape Verde

Central African Republic

Chad

Congo

Cote d'lvoire

Democratic Republic of
the Congo

Djibouti

Egypt

Equatorial Guinea

Eritrea

Ethiopia

Gabon

Gambia

Ghana

Guinea

Guinea-Bissau

Kenya

Lesotho

Liberia

Libyan Arab Jamahiriya

Madagascar

Malawi

Mali

Mauritania

Mauritius

Morocco

Mozambique

Namibia

Niger

Nigeria

Rwanda

Sao Tome and Principe

Senegal

Seychelles

Sierra Leone

Somalia

South Africa

Sudan

Swaziland

Tanzania, United
Republic of

Togo

Tunisia

Uganda

Zambia

Zimbabwe

ASIA/PACIFIC

Australia

Bangladesh

Bhutan

Brunei Darussalam

Cambodia

China

Comoros

Cook Islands

Fiji

India

Indonesia

Japan

Kiribati

Korea, Democratic
People’s Republic

Lao People’s
Democratic Republic

Malaysia

Maldives

Marshall Islands

Micronesia, Fed.
States of

Mongolia

Myanmar

Nauru

Nepal

New Zealand

Pakistan

Palau

Papua New Guinea

Philippines

Republic of Korea

Samoa

Singapore

Solomon Island

Sri Lanka

Thailand

Timor-Leste

Tonga

Vanuatu

Viet Nam
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Behind the scenes in ICA0 —

'|_ NTWG wins award for

designing the ePassport

How Smart Card Chips Found Their Way Into Passports

by Kevin Woodward, associate editor
Card Technology magazine

n the mid-1990s, when the International Civil
I Aviation Organization set out to survey vari-

ous technologies for possible use in the next
generation of passports, there were no assur-
ances smart card chips would make the list. The
odds were even greater against contactless
smart card technology, which was still in its

infancy.

But that was 1997, when ICAQO’s New
Technologies Working Group, made up of repre-
sentatives of passport-issuing government
agencies, was just beginning its work. By 2003,
ICAO had come to the conclusion the best tech-
nology available to better verify the identity of
travellers was contactless smart card chips that
could carry biometric data on the passport-hold-
er.

Contactless technology had come a long way,
but there was still much to do. The New
Technologies Working Group has spent the past
three years feverishly resolving all the issues
involved in creating a secure document that
could potentially be used by 500 million trav-
ellers worldwide.

That work has paid off with some 40 nations
preparing to issue electronic passports that con-
form to an ICAO-developed specification. The
result is to introduce smart card technology into
an arena - passports - in which it has never been
used before.

Reprinted with permission from Card Technology.

It comes as little surprise then that ICAO’s New
Technologies Working Group has won this year’s
Card Technology New Markets Breakthrough
Award for opening up a new market for smart
card technology with its passport specification.
Two other smart card initiatives were finalists in
the category.

Gary McDonald, chairman of the working group,
says the award should be shared with an
International Organization for Standardization
committee that has worked closely with the
ICAO group on the technical elements for
epassports.

McDonald’s group is primarily comprised of gov-
ernment officials, and he says they recognized
early on the need to work with ISO, along with
other technologists, airport officials and law
enforcement agencies.

“Our job was to develop some of the technology
solutions,” says Joel Shaw, convener of I1SO
Working Group 3, which aided McDonald’s
group.” (ICAO/NTWG) established a suite of spec-
ifications that were acceptable worldwide. And
that was no small feat. What I1SO did was try to
contribute in some of these difficult areas, like
PKI and contactless chips.” PKI, or public key
infrastructure, is used in passports to verify that
an authorized national agency produced the
passport.
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“The goal we set for ourselves in 1997 was
very broad,” McDonald recalls. “We were
tasked by ICAO to explore the incorpora-
tion of advanced technologies into travel
documents to improve security. When we
started this in work in 1997 we had a blank
page in front of us.”

The underlying idea was that somehow
advances in card technology and in the
printing and securing of documents
would lead to more secure passports that
did a better job of verifying identity with-
out impeding the movement of people,
McDonald says.

The strategy that eventually surfaced had
four elements, he says. First, the working
group needed to determine what data to
collect. Second, how would this data be
stored in a new travel document? Third,
some biometric was needed to link the
document to the traveller, McDonald says,
but which one? And, last, how would all
this information be secured?

With that framework in place, the working
group set out, beginning in 1999, to define
how the data would be structured,
McDonald says. “In parallel with that, we
were dealing with the whole issue of data
storage.” he says.

Smart cards were considered, as were opti-
cal media and two-dimensional bar codes,
among others, he adds.

Fingerprints were considered and initially
dismissed because each vendor had its
own technology for analyzing and com-
paring fingerprints. ICAO wasn't going to
choose just one vendor’s biometric tech-
nology for use on passports.
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Instead, a facial image was chosen as the manda-
tory identifier because it is a biometric that can
be read by a variety of readers and software,
McDonald says. It was also considered the least-
intrusive biometric since passport-holders
already submit photos for conventional pass-
ports. But ICAO permitted fingerprints to be
used as an optional biometric identifier.

The solution was to store the entire facial image
on the chip, so any vendor’s software could work
with the image. But that meant storing relatively
large amounts of data. Facial images range from
8 kilobytes to 32K, according to an interoperabil-
ity test conducted in Singapore in November.

“The next issue was how do you secure chips in
paper,”McDonald says. While there were contact
smart cards that could hold a chip in plastic,
passport agencies were not willing to abandon
the booklet format they had been using for

many years in favour of a plastic passport card.
Contactless chips, which were just emerging
were picked, McDonald says, because they could
work with paper or plastic documents.

“We had to take leaps of faith,” he says. “We
knew, for example, that 32K contactless chips did
not exist. We knew the industry was coming out
with 8K chips at that time.”

“Fundamental to these choices was the working
group’s perspective.” We weren't writing a speci-
fication for 2002,”” McDonald recalls.” We knew
we were writing a specification for 2004 to 2005.”

And in doing so, it was breaking ground by com-
bining contactless chips and travel documents.

“We knew we were proposing something differ-
ent,” McDonald says. ¢
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Preparing for ePassports

by Paul Wilson,
Managing Director, De La Rue Identity Systems

line with the growth in global travel, with the

result that the machine-readable passport
(MRP), first introduced in 1981, has become the
familiar standard now issued by approximately
140 countries.

I n the last 25 years, the passport has evolved in

!g.‘

)

Now the 21st century challenges of migration,
identity theft, cross-border crime and terrorism
are instigating a period of much more rapid
change to which governments and international
organisations are already responding. This has
brought us to a point where, by the end of this
year, some 40 countries will have implemented
an ePassport programme that is compliant with
new international standards.

International standards for ePassports

On 28th May 2003, ICAO adopted a global,
harmonised blueprint for the integration of
biometric identification into passports and
other MRTDs. The blueprint consists of four
parts: the facial image, the contactless prox-
imity chip, the logical data structure, and
the PKI. ICAO details its requirements for
ePassports in its Doc9303-part 1 and sup-
porting documents.

The EU Council Regulation adopted on 13th
December 2004 mandates the inclusion of a
digital facial image in all EU passports by
28th August 2006. It supplements the ICAO
standard by also requiring the inclusion of
fingerprints in EU passports by 28th
February 2008.

Since 26th October 2005, U.S. Visa Waiver
Programme members have had to include
digital photographs in their MRPs and have
an “acceptable plan” to issue ePassports
within one year.
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Adopting an ePassport not only improves securi-
ty, but can also facilitate passenger processing
and provide better services to passport holders.
There can also be indirect economic benefits. An
ePassport can provide:

+ more precise matching of documents to peo-
ple and better authentication of document
data

+ heightened international travel security, par-
ticularly aviation security

+ greater protection against identity theft, fraud
and counterfeit

+ easier inspection by government and airline
officials

« more efficient processing of travellers at check
points

+ improved customer service through integra-
tion with eGovernment

+ easier access to visas and even visa-free travel
programmes

Nevertheless, the majority of ICAO’s 189
Contracting States are still using conventional
passports and many may wish to do so for some
time to come. As ePassports become a de-facto
standard, how will the governments of these
countries prevent their citizens facing increasing
challenges to immigration and travel?

Building on solid foundations

The answer is to lay the foundations for a suc-
cessful future ePassport programme now when
specifying, developing and implementing con-
ventional MRP documents and systems. And to
do so in accordance with the guidelines of the
ICAO blueprint. Ultimately, this will ensure that,
when the government decides the time is right,
its ePassport upgrade path will be fast, smooth
and cost-efficient.



A systematic approach

Of course, the components of an ePassport pro-
gramme are no panacea, merely useful technolo-
gies that enhance passport and passport issuing
procedures. Therefore, as with any government
document issuing programme, when putting the
building blocks of an ePassport programme in
place it is essential to address every stage of the
passport lifecycle to ensure that the whole sys-
tem is efficient, robust and secure.

Application Process

A large part of the change to the application
process, both for first issuance and renewal, is
accommodating biometric data capture and ver-
ification. Governments will benefit from captur-
ing biometric data as early as possible even if it is
not used immediately on the passport.
Biometrics can be used to enhance the back-
ground checks made during the application
process and to reduce the opportunities for
fraudulent applications by freezing the link
between the biometric and one identity.

As the only globally-interoperable biometric,
facial recognition should be addressed as the pri-
ority. This is the time to review existing image
databases to normalise quality. Similarly, data
capture technology should be reviewed and, if
necessary, upgraded to ensure all new images
captured are compliant with ICAO’s photograph
guidelines and compatible with facial recogni-
tion technology once it is implemented!.

States can also consider whether to deploy a sec-
ond biometric for their own or bilateral use. This
is particularly relevant if the State has an existing
fingerprint or iris database from another govern-
ment programme, for example its national iden-
tity card, against which it can verify biometrics
submitted with passport applications.

To ensure that the identity of the applicant is
properly established at this crucial stage and that
ePassports are not being issued to people who
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are not entitled to them or in false identities, this
is also the opportunity to audit the current sys-
tem to identify weak points and to determine
where to employ new technologies and process-
es to improve system reliability and security.
Considerations might include:

INTEGRATED
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Standards:
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+ A review of breeder documents: are sufficient
checks made to confirm the legitimacy of
breeder documents submitted with passport
applications? More fundamentally, are accept-
ed breeder documents secure and securely
issued? If not, they may be used all too easily
to support fraudulent passport applications.

+ The introduction of a face-to-face interview
process as in, for example, the UK where the
Identity and Passport Service is establishing a
network of 69 new interview offices for first-
time applicants. Face-to face interviews are an
excellent way to establish identity and nation-
ality and act as a deterrent to fraudulent appli-
cants.

+ Any necessary changes to the legal frame-
work.

Document Production, Personalisation and
Issuance

Moving towards an ePassport programme allows
States to reengineer passport production, per-
sonalisation and issuance for greater security
and better service to citizens.This is the opportu-
nity to consider:

Complete turnkey solutions ...

+ Ensuring the physical security of passport pro-
duction and issuing sites up to the levels
required to hold a PKI signer?.

+ Ensuring the physical security of all materials
against theft through a secure audit trail of all
non-commercially available materials and
security accounting procedures that control
passport blanks and consumables.

+ Putting in place procedures to secure the issu-
ing process against fraud.

+ Testing to ensure passport book durability
exceeds the required standards and can easily
include a chip at a later stage3. Governments
could also consider reducing passport validity
from ten to five years to allow faster adoption
of more sophisticated security print, biomet-
ric, chip and chip security technologies and
more regular rechecking of passport applica-
tions with new technologies and techniques.

+ Trialling the PKI first on a small scale, for exam-
ple with diplomatic ePassports.

+ Installing document issuing software that is
ICAO-compliant and has an easy ePassport
upgrade path.

ICAO publishes further recommendations on
securing document production and issuance in
its Doc 9303 standard.

... for Smart Card & ePassport production and personalization
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Document verification and usage

Biometrics in ePassports will help to confirm
identity at border control, bringing benefits for
immigration officials and travellers alike.
However, in order to reap maximum benefit, here
again preparation is essential before implemen-
tation.

To aid inspection at its own borders, a State
needs to put robust infrastructure and proce-
dures in place:

+ to verify the identity of citizens and visitors,
perhaps using new, automated systems

+ to handle exceptions and process secondary
inspection

+ to ensure officials can inspect an ePassport
and its bearer by means of machine-assisted
or visual inspection.

To aid inspection of its citizens at foreign bor-
ders, a State needs:

+ to ensure its ePassport complies with ICAO’s
interoperability standards so that it can be val-
idated and authenticated by the receiving
state?

+ toensure that the ePassport and its bearer can
be inspected by means of machine-assisted or
visual inspection.

To achieve both, we recommend that the State
work with a supplier which scored highly in
recent global interoperability tests and initially
trial its ePassport alongside its current passport
to identify and resolve any issues.

Communication

While laying the foundations of an ePassport
programme, it is important to maintain positive
and proactive communication with stakehold-
ers: citizens, passport service staff, parliament,
media, etc. Good communication is critical to
success because it will ensure that the reasons
for and nature of the move to an ePassport are
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understood and accepted rather than criticised
and rejected.

Messages should be kept simple and targeted at
the right audience at the right time using the
most appropriate method of communication.
States can learn from previous examples of suc-
cessful communications in similar fields, includ-
ing the introduction of the euro and the forth-
coming launch on U.S. driver’s licences of a new
common holographic security feature which will
be supported by a high profile public education
campaign.

Securing ePassport success

Putting ePassport procedures and technologies
in place early so that the move to an ePassport
programme can take place easily once the deci-
sion is taken to do so will bring numerous and
significant benefits to a State’s government and

Océ Document Technologies

Passport verification is the key to border security. Passport
Readers from Océ Document Technologies are designed to
protect national borders using the latest scanning and RFID
technology. ID-Star CSR, Colour Security Reader, and the
new ID-Star ePR, ePassport Reader offer:

ID-Star Passport Readers
Safety through Precision

® Best in class colour camera
and optoelectronics with
320 dpi Made in Germany

® Three illuminations for recognition of security features

m RFID chip reading according to all ICAO standards and
recommendations

m Single-pass principle of optical and RFID reading

m Highest reliability - no moving parts

Océ North America, Inc.

Océ Document Technologies

4340 East-West Highway - Suite 201 "?k

Bethesda, MD 20814 ' D .S'ﬁ“a i"

Phone (301) 652 9732 - www.odr-oce.com
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citizens. The government will benefit from a
swift, straight-forward upgrade path, implemen-
tation timing to suit its programme, managed
costs, tried and tested systems, proven security,
improved identity confirmation at application,
and better facilitation and enforcement at bor-
der control. Meanwhile, its citizens will clear bor-
der controls faster and find it easier to obtain
visas and make travel arrangements.

Therefore, all governments should now carefully
consider an ePassport upgrade path when spec-
ifying a new passport document and/or system
and ensure that their chosen supplier has the
breadth and depth of expertise, understanding
and experience to support this. This way, govern-
ments will achieve a secure, trustworthy and
cost-efficient conventional passport programme
now and a secure, trustworthy and cost-efficient
ePassport programme in the future. ¢

Reference: ICAO Biometrics Deployment Technical
Report, Annexes A-D

Reference: PKI for Machine Readable Travel
Documents offering ICC Read-Only Access, v1.1;
Development of a Logical Data Structure — LDS For
Optional Capacity Expansion Technologies, revision
1.7

Reference: ICAO Biometrics Deployment Technical
Report, Annex | — Contactless IC's Supplementary
Information, v4.0

Reference: ICAO Biometrics Deployment Technical
Report, Annex K - ICAO Requirements for
ePassports Interoperability, v2.6

No Compromise.

With Passport personalization there can be no compromise. Image quality, biometrics and document security must
meet the highest worldwide standards.

Liska is the foremost innovator of passport and identification technology that is platform neutral, scalable and
dependable. By precisely layering biometric data and ICAO/ISO compliant imaging technology into a passport or
travel document, Liska is able to offer a simple to operate, high quality imaging and biometric system for governments
and government contractors. Liska's DCS8000 ICAO compliant imaging environment has been successfully tested and
launched in the new Swiss E-Passport.

Unflinching dedication to advanced travel document technology is what defines Liska in a world where compromise
is not an option. Quality is hard to define, but easy to recognize! Don't compromise, call 1-603-742-8100 to speak with
one of our experts.

LiSka inc.

Technology For Today’s World

1-603-742-8100
www.liskabiometry.com
www.dcs-europe.net
www.digitalcardsystems.com
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Staying on top of
new technology

NTWG to issue new RFl in 2007

by Gary McDonald, Passport Canada
Chairman, New Technologies Working Group

he New Technologies Working Group

(NTWG) of the ICAO TAG/MRTD plans to

publish its fifth Request for Information
(RFI) in the second quarter of 2007. Suppliers of
relevant products and services will be invited to
make presentations on new and emerging tech-
nologies that could support the NTWG's devel-
opmental work on international standards relat-
ed to the issuance and use of machine readable
travel documents (MRTDs). For more information
on the RFI, web site:
www.icao.int/mrtd.

please visit our

The NTWG, comprised of government officials in
passport issuance and border control and sup-
ported by technical from the
International Organization for Standardization
(ISO), has been responsible for studying new
technology applications and generating the
technical work on which ICAO standards on
ePassports, identity verification and document
authentication have been based. To equip itself
for its continuing work NTWG issues an RFl every
three years in order to keep itself abreast of new
developments and improvements in technology.

experts

The RFI published in 2004 attracted 97 proposals
for presentations in the following categories:
biometrics, data storage media, e-commerce, RF
technologies, self-service facilitation, travel docu-
ment printers, readers and security concepts.
From these, 28 firms were selected and invited to
make oral presentations.
many vendors had participated with member
States in refining the emerging interoperability

It was evident that

standards, and although several products were
suitable for implementation then, many more
would be available in the near future. That time
is now.

In September 2006 the NTWG will determine the
categories and requirements for new technolo-
gies to be sought via the 2007 RFI. Key to all sub-
missions from vendors is that the technology
applications must be presented in the context of
ICAO Doc 9303, which defines specifications for
machine-readable passports, visas, and other
official travel documents. Orders to purchase
Doc 9303, Parts 1, 2, and 3 should be directed to
sales@icao.int or on line through the ICAO web
site, www.icao.int. ¢

Providers of authenticity*

RFID inlays for e-Passports and e-Visas

Through its experience in id laminates, Fasver® brings tamper evidence

asvar’

e-Digiprotek®

and security printings to rfid.

e—Digiprotek® inlays come in different formats for e-covers, rfid labels,

or sewn-in pages as per ICAO recommendations.

FASVER - 286, rue Charles Gide, ZAE La Biste, BP 48, 34671 Baillargues cedex, France

www.fasver.com contact : fasver @fasver.com




0 VLATACOM

ICAO e-Passport Compliant
Document Reader

Full page, one step optical and chip reading of:

+ ICAO Doc. 9303 compliant documents (ID1, ID2, ID3)

« national documents (ID cards, driving licenses, working permits,...)

Features:

* Optical Reading

- high resolution (400 dpi) images in visible, IR and UV illumination

- UV and IR security features

- MRZ OCR-B decoding and verification

- 2D barcode decoding PDF 417

- verification of 3M confirm passport security foil using coaxial light (optional)

* Chip Reading

- contactless ISO/IEC 14443A&B

- ICAO e-Passport LDS1.7 and PKI1.1 compliant

- contact ISO/IEC 7816 (national ID, working permits...)

- two SAMs (Security Access Modules)

- advanced digital security features

+ Software

- SDK with OCR-B and image processing library, e-Passport contactiess chip
reading and cryptosecurity checks

- BAC (Basic Access Control), Passive authentication, Active authentication

- fully functional application for border control

Vlatacom Biometric Identity Enrolment and Verification Systems
Solutions that include all necessary hardware and software for instant travel document authentication

and rapid biometric identity verification ——
“"-..___-_

B
- optically scans and displays all machine readable data from the passport's data page S ——
- reads and displays all digitally stored data from the contactless chip
- acquisition of signature, fingerprints, 2D face image (options: iris, 3D face ir.r(age)
- automatically verifies document holder identity against the biometric data stored on the e-Passport: fingerprints and face image
- operator-free, unmanned, crewless operation (option: e-gate)
- visual and audio guidance assists user throughout highly intuitive user interface
- convenient, reliable, efficient, high service level
VLATACOM d.o.o0.
7, Dunavska St.
11080 Belgrade — Zemun, Serbia
tel: +381 (0)11 377 11 00, fax: +381 (0)11 377 11 99

www.vlatacom.com info@vlatacom.com
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PASSPORTS
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DE LA RUE
IDENTITY SYSTEMS

Complete solutions to design, produce, personalise and program
passports, conforming to all the recommendations of ICAQ,
the European Union and the US visa waiver programme.

If you would like to receive a copy of our '‘Secure Passports' brochure
then please call +44 (0)1256 605000, or send an email to
IdentitySystems@uk.delarue.com

A trusted partner in major projects worldwide ' DelLaRue



3M Identification and Authentication

Applying ingenious technologies
to protect your security.

More than 100 years of developing practical and ingenious products has made 3M one of the
most trusted and respected companies in the world. Our technology expertise is broad and deep,
which has allowed us to develop some of the most secure products in the industry. Products such
as 3M™ Confirm™ Laminates, 3M™ ePassport Readers, 3M™ Identity Document Issuance Systems

and 3M™ Border Management Systems. Find out more at www.3M.com/security/mrtd.

Local Service. Global Support.

www.3M.com/security m Sec Llrlty






